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[bookmark: _Toc348015755]1. INTRODUCTION

[bookmark: _Toc348015756]1.1.	System Background

The User Identity Management System (UIMS) provides the identity management layer for PBS Portal applications using authentication and authorization services.

This guide describes the Password Management features available in the Extranet environment:

· Get or Reset password: This option is available on the public page of the Extranet for a user who has forgotten his/her password or if the password has been locked.

· Change password: This option is available on the private page of the Extranet, i.e. after a user has successfully logged in to the PBS Portal. This functionality allows the user to change his/her password if desired, or if it is required to change the password since it has expired.

[bookmark: _Toc348015757]1.2.	Who Should Read This Guide

[bookmark: _GoBack]This guide is intended for all PBS Portal Extranet Users.
[bookmark: _Toc348015758]2. UIMS FUNCTIONS

[bookmark: _Toc348015759]2.1	Get or Reset Password

This option allows users to request their password if it is forgotten, or if they have been locked out of the Portal. The following steps will walk you through the process to request/reset your password:

1. Navigate to the PBS Portal Extranet environment. Click on the Need Your Password? link as shown below:

[image: ]
Figure 1: PBS Portal Extranet Public Page

2. The Get My Portal Password Now page is opened as shown below:

Figure 2: Get My Portal Password Now

3. Enter your email address in the Email Address field and click on the Submit button as shown below:



















Figure 3: Submit Request



4. Your email address will be authenticated. Once the validation is successful, you will be taken to Step 2: Check Email page. Click on the Close Window button as shown below and proceed to check your email account:



























Figure 4: Close Check Email Page

5. From the confirmation window click on the OK button to proceed as shown below:





















Figure 5: Close Check Email Page


6. The Check Email page informs you that an email was sent to the email address that you just provided; Click on the Close Window button as shown below:

7. Access your GSA email to check for an email message from the UIMS Team and click on the link as shown below. The link will redirect you to the Confirm Request page.
[image: ]

Figure 6: Email from UIMS Team

8. Click on the link in the email. You will be redirected to the following Confirm Request page:
[image: ]













Figure 7: Confirm Request Page

9. Enter a new password that meets the stated requirements and click Submit. You will be directed to the following confirmation page.

[image: ]


10. To continue, click on the Close Window button as shown above. Access your GSA email account to check for an email from the UIMS team titled “Get My Portal Password Now”. Click the link provided and you will be redirected to the Portal Single Sign-On page. Logon to the Portal with your new password.
[bookmark: _Toc348015760]2.2	Change Password

This feature allows you to change your PBS Portal password at any time. You must have logged in successfully to Extranet PBS Portal to be able to change your password.

When you log in to PBS Portal, you are presented with the Portal Private Home Page. Click on the Change Password link as shown below: 

[image: ]

Figure 8: PBS Portal Private Home Page
The Change My Portal Password – Submit Request page is displayed as shown below:











































Figure 9: Change My Portal Password Page

1. Enter your Old Password.

2. Change your password to a password of your choice within the parameters of the password policy in the New Password field.

3. Confirm your new password in the Confirm New Password field.

4. Click on the Submit button as shown below:









































Figure 10: Change My Portal Password Page

Once your new password is accepted, the Change My Portal Password -Check Email step of the Password Change page is displayed. 

5. Click on the ‘Close Window’ button as shown below.



























Figure 11: Change Password Page

6. Click on the OK button from the confirmation window as shown below:




























Figure 12: Close Change Password Page





The Password Change Process is complete. You will now receive a ‘Password Change Confirmation’ email from the UIMS Team as shown below. Use your new password during your next login.


[image: ]Figure 13: Password Change Successful
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From: UIMS Team <PBSPortal@gsa.gov>
Date: Mon, Aug 27, 2012 at 2-16 PM
Subject: Get My Portal Password Now

To: mark blose@gsa.gov

This email was sent in response to your request to recover your password. To reset your password, click on the link below or copy and paste the entire URL into your browser.

hitp://extportal. pbs.gsa. govluims/getPortalResetPwd. do?randomld=1238728APPLINK=UIMS_LTS_NTS_EMAIL &emaill
65026878426baccidbec62e1457162e9fef66e7574160660498425c05047b4460978

ark blose@gsa.gov&securityHash=6ab76add2eb172{9205969b3ca9791b315196cde3609931a1108d0ecd57

The link will eset your forgotten password and let you create a new one. For security purposes, this link will remain active only for the next 8 hours.

For Help:
Call 1-866-367-7878 (National Application Helpdesk)

or e-mail: COPBSADD@gsa.gov

Thank You,
UIMS Team
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STEP 4: Check Email
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From: UIMS Team <PBSPortal@gsa.gov>
Date: Mon, Aug 27, 2012 at 3:21 PM

Subject: PBS Portal Password Reset Confirmation
To: mark blose@gsa.gov

Your recent password reset request has completed successfully. You may now login to the portal using your new password
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Thank You,
UIMS Team
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